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verification of flight crews prior to and during a flight. Subsequently, in 2002, TSA contracted with the
International Biometric Group to evaluate the use of biometrics for automated surveillance within airports,
trusted traveler cards for passengers, and identity verification of employees for access control in 2 airports.
Since the 2001 terrorist attacks, the Congress has directed a greater use of biometrics. For example, the Aviation
and Transportation Security Act ( ATSA ), which created TSA and mandated several actions designed to
enhance aviation security, includes several provisions regarding the use of 3 biometrics for applications, such
as perimeter security or access control. Biometric systems have long been used to complement or replace
badges Access Control and keys in controlling access to entire facilities or specific areas within a facility. The
entrances to more than half the nuclear power plants in the United States employ hand geometry systems.
Further, recent reductions in the price of biometric hardware have spurred logical access control applications.
Fingerprint, iris, and speaker recognition are replacing passwords to authenticate individuals accessing
computers and networks. The Office of Legislative Counsel of the U. S. House of Representatives, for example, is
using an iris recognition system to protect confidential files and working documents. Other federal agencies,
including the Department of Defense, Department of Energy, and Department of Justice, as well as the
intelligence community, are adopting similar technologies. We have previously reported on the critical need to
limit access to secure airport areas. In 2000, we reported on the ability of...
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